
 

 

CASE STUDY 

Cyber Talent Spotting 

Overview  
The UK’s Ministry of Defence (MoD) is experienced in addressing all sorts of challenges. 
When facing a new enemy, in the form of cyber security risk, they acted fast to find 
innovative and sustainable solutions. 

They chose to apply Business Psychology to grow their capabilities in cyber defence: to 
identify in-service personnel who had the latent potential to perform well in Cyber roles and 
the motivation to continue in those roles. This allowed the MoD to target, and get a greater 
return, on their investment in training their cyber defence teams. 

As this case concerns National Security, we cannot share all the details. It nevertheless 
demonstrates the value of psychology applied to tough talent challenges. 

Challenge 
Significant Constraints 

Typically, when an organisation requires talent with a specialised skillset, they look to the 
market for those skills. The MoD do not usually have that luxury; they recruit internally, 
literally from within their own ranks. Existing personnel need to be redeployed, to learn new 
things and address emerging needs. And the military have far less flexibility to increase pay 
or incentivise and retain staff than the private sector enjoys.  

The MoD is in competition with the private sector for skilled Cyber individuals and relies on 
people motivated to serve their country, to remain in service. 

Training budgets were a factor too. The MoD needed to find people for Cyber roles who had 
the ability to learn the job quickly and become high performers who would enjoy the niche 
roles within Cyber Defence.  

To make this challenge even tougher, there was no blueprint for cyber recruitment across 
the various roles within their Cyber Defence operations. Few organisations in the world had 
identified the distinctive characteristics of successful cyber specialists at this time, let alone 
found ways to assess individuals’ latent potential to learn to do the work. And the MoD were 
seeing high levels of turnover in the roles. 

So, the challenge was to identify individuals from the Army, Royal Air Force and Royal Navy: 

• with the capacity to learn quickly to operate effectively in cyber roles 

• who had a predisposition for cyber work, so that they would thrive and last in these 
jobs  

Finally, military cultural considerations introduced additional novel challenges. This needed 
to be done within unusually rigid posting processes, in a rapidly developing career field 
within the military, and a rank-agnostic working environment.  
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Psychologists’ Dilemma 

The Business Psychologists engaged to address this requirement for the MoD, from IBM’s 
Workforce Science team, had many years of experience working with the military. Even so, 
they found this uniquely challenging.  

A paradox to be addressed throughout the project was the concept of ‘good’ in the military, 
versus the reality of being ‘good’ in Cyber. For example: 

• In a military hierarchy, rank supersedes ability. Cyber roles required individual skill to 
take precedence, leading to conflict with tradition 

• Individuals were allocated to tasks in accordance with the military posting statement 
“the needs of the service come first, those of the individual a close second.” In this 
context genuine talent was often overlooked 

• The military emphasises dynamic, physical characteristics in contrast with a more 
sedentary Cyber approach 

These constraints reduced the number of people in service who were suitable for work in the 
demanding, high-skill Cyber environment. 

The Psychologists needed to design a solution which offered the best value for tax-payers' 
money whilst overcoming very specific challenges: 

• Assessing aptitude rather than existing knowledge and ability 

• The need specifically was to find a way to identify latent Cyber aptitude as opposed to 
the presence of learned skills 

• Security restrictions 

• Security considerations were paramount which would impact access to existing Cyber 
specialists working in the military and information they could (or more usually could 
not) share about their roles, making job analysis particularly difficult 

• Clear output 

• The outcomes of the processes needed to be clear; there was a need for robust, 
easily interpreted results, in a format suited to a military audience 

Approach 
The range of unique challenges presented by the MoD’s requirement became even more 
apparent once the project kicked-off. Flexibility and innovation were essential to ensure valid 
scientific methods could be applied to deliver a solution. 

The Psychologists and their MoD stakeholders agreed the solution would take the form of a 
suite of assessments for latent cyber ability, subsequently referred to as the Defence Cyber 
Aptitude Test (DCAT). 

The design phases included:  

• Job analysis  

• Existing test item trialling 

• Customisation and re-norming 

• New content development 

• DCAT trial 
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• Analysis and refinement 

• Final technical build (for online administration) 

• Roll-out and subsequent build of an additional assessment and re-norm of DCAT 

Job Analysis 
For job analysis, 27 one-to-one interviews and eight focus groups were conducted with a 
representative sample. The sensitive nature of the roles hampered typical job analysis by 
restricting what details could be shared. The Psychologists adjusted to these limitations. 
They projected transcript notes during focus groups to demonstrate transparency, 
encourage participation and engender trust. And, in many cases, they relied on analogies to 
establish required skills, abilities and working environments.  

The constructs identified as relevant across all roles were accuracy, systematic approach, 
logic, fault finding and aptitude for working with code. 

Existing Test Item Trialling  

IBM’s original proposition was to keep the cost of the project down by leveraging existing 
cognitive ability assessment content. They planned to evaluate IBM’s extensive off-the-shelf 
personality preference traits library, Kenexa Personality Assessment (KPA), for use. They 
had also previously developed the Army Cognitive Test (ACT), for British Army recruitment, 
so that was going to be trialled as well. 

However, there was a concern that the applicant pools for the original British Army 
recruitment and Joint Forces Cyber purposes would be so disparate that the cognitive 
assessments would need augmentation, if not complete replacement.  

Initial assessment trials conducted with focus group participants and interviewees identified 
that ‘Cyber potential’ assessment required a more in-depth assessment of personnel than 
the existing assessments would provide. 

The team kept the numerical and verbal reasoning elements of the ACT. Whilst the original 
rationale behind these tools was to create something accessible to a population with a more 
diverse range of abilities, their Computer Adaptive Testing (CAT) format made them suitable 
for use here too. 

The norm established by the initial trial population (n = 262) was more leptokurtic and 
negatively skewed than the existing norm. As such, whilst Cyber candidates would take the 
same assessment as used elsewhere, the CAT approach results in them being exposed to a 
different area of the item bank (higher level items). 

Novel Test Design 

A team of Psychometric Assessment Designers came together to create this solution. The 
team created two Cyber specific ability tests which between them assessed accuracy, 
systematic approach, logic, fault finding and aptitude for working with code.  

In their research, they found no reference to these constructs specifically in existing 
psychometric literature. The Designers had to create entirely novel assessment question 
formats to identify these abilities. 

Accuracy is generally assessed under time constraints, but the psychologists felt that 
approach could contaminate other constructs with an irrelevant requirement. Instead, the 
Designers developed an assessment which measured accuracy through application of a 
systematic approach rather than under time pressure. 
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To assess fault finding and working with code, the Designers created a pictorial code which 
would give no benefit to individuals with previous coding experience, having established 
early on that they needed to assess for latent cyber aptitude, rather than existing 
programming skills. Ultimately, an individual’s interest and ability to continuously learn new 
products was far more important than attaining expert user level in any single programming 
language. 

Many of the personality preferences identified as aligned to the role were counter-intuitive 
and sat outside of typical ‘service’ ethos. For example, individuals with strong preference for 
persevering with tasks until completion might find it challenging to cease work, or hand over 
a task, with no tangible completion point. Therefore, ‘good fit’ bands were developed and 
tailored accordingly. 

During job analysis, an exercise developed by the existing Cyber personnel was presented 
to the design team. They adapted this content to create a Situational Judgement Test (SJT), 
but trialling did not return favourable results for selection purposes. However, they felt that it 
did give useful insights into the Cyber roles, and so they determined it useful as a Realistic 
Job Preview (RJP). The Designers then created a more traditional style of SJT in 
collaboration with a representative group of intelligence analysts. 

Outcome 
The Practitioners initially endeavoured to create multiple role-specific assessments, but the 
job analysis identified a core set of traits and abilities required across them all. The final 
product therefore consisted of core ability assessments as well as interchangeable options 
as follows: 

• Two generic and two cyber-specific ability tests 

• An SJT for intelligence analyst roles; and an unscored RJP for other roles  

• A personality preference questionnaire  

Norms were based on trials when first released, but the team anticipated that maximum 
performance assessment means would increase. This accounted for the trial population 
(incumbents) potentially being be less motivated to perform well without any consequences, 
and more likely to experience test fatigue as the average seat time for all assessments was 
85 minutes (with one individual taking 165 minutes to complete all the items). 

Re-norming of the final tool allowed for streamlining the assessment. Most individuals could 
complete the final assessment suite in less than 50 minutes, or significantly less if not taking 
the personality preference questionnaire component. 

Rigorous validation delivered positive results, but details cannot be shared. However, 
evidence of the success of the project was the MoD’s satisfaction with the work and the 
strong working relationship built between the Psychologists and their MoD stakeholders. 
This was evidenced in their ongoing relationship which led to subsequent projects conducted 
through the first half of the following year. For example: 

• Design of a detailed feedback report which enabled Interviewers to conduct a 
competency-based interview, prompted by fit to the ideal personality preference 
profile 

• Development of an Intelligence Analyst SJT (with a Cronbach’s Alpha of 0.637), 
created in three weeks; the speedy development time was possible thanks to the 
buy-in established 
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• Exploration of an open access simulation to act as an attraction tool, as well as an 
RJP 
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